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Abstract

A group blind signature require that a group member signs on group’s behalf a document
without knowing its content. In this paper we propose an efficient and secure group blind
signature scheme. Our scheme is an extension of the group signature scheme proposed by
Ateniese, Camenisch, Joye and Tsudik that adds the blindness property. We prove that our
group blind signature scheme has the properties of correctness and blindness.
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1. Introduction

Group signatures are publicly verifiable but anonymous in that, no one, with the exception of
a designated group manager, can establish the identity of a signer. Furthermore, group
signatures are unlinkable which makes it computationally hard to establish whether or not
multiple signatures are produced by the same group member. At the same time, no one,
including the group manager, can misattribute a valid group signature. A group signature
scheme could for instance be used in many specialized applications, such as voting and
bidding. They can, for example, be used in invitations to submit tenders. All companies
submitting a tender form a group and each company signs its tender anonymously using the
group signature. Once the preferred tender is selected, the winner can be traced while the
other bidders remain anonymous. More generally, group signatures can be used to conceal
organizational structures, e.g., when a company or a government agency issues a signed
statement. Also, a group signature scheme could be used by an employee of a large company
to sign documents on behalf of the company.

Group signatures were first introduced by Chaum and van Heijst [7]. A number of
improvements and enhancements followed [1], [15], [17], [18], [19]. The first group signature
suitable for large groups is that of Camenisch and Stadler [4], where both the length of the
group public key and the group signatures are independent of the group’s size. The
Camenisch-Michels in [5] scheme was improved by Ateniese, Camenisch, Joye and Tsudik
[2], which undoubtedly represents the state of the art in the field.

A further application of a group signature schemes is electronic cash as was pointed
out in [12]. In this case, several banks issue coins, but it is impossible for shops to find out
which bank issued a coin that is obtained from a customer. The central bank plays the role of
the group manager and all other banks issuing coins are group members. Also, Chen, Zhang
and Wang suggested in [10] an offline electronic cash scheme to prevent blackmailing by
using a group blind signature scheme. In [20], Popescu extended the electronic cash system of
Maitland and Boyd [13] to prevent blackmailing, money laundering and illegal purchases by
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using a practical and secure coalition-resistant group blind signature scheme [14], [16]. In this
case, an entity called supervisor and the bank form a group and a trusted party is the group
manager. When a customer, who shares a secret with the bank, wants to withdraw electronic
coin m from his account, the bank applies a group blind signature protocol to m and
decreases appropriate amount from the customer’s account. Everyone including the merchant
can verify the validity of group blind signature with the public key of the first group. If a
blackmailer kidnaps a customer and forces the bank to sign the coin m, the supervisor,
instead of the bank, applies a group blind protocol to m. The blackmailer cannot detect the
coin was marked by supervisor. When the merchant deposits the marked coins in the bank,
the bank can verify the coin is not signed by himself. Thus, the bank can detect all marked
coins.

In this paper we propose a group blind signature scheme which combines the notions

of group signatures and blind signatures [8], [9]. Our scheme is an extension of the group
signature scheme proposed by Ateniese, Camenisch, Joye and Tsudik [2] that adds the
blindness property and is more efficient and secure than the Lysyanskaya-Ramzan’s scheme
[12].
The remainder of this paper is organized as follows. In the next section, we review the group
blind signature model. In Section 3 we present several cryptographic tools necessary in the
subsequent design of our group blind signature scheme. Then, we present our group blind
signature scheme in Section 4. Furthermore, we discuss some some aspects of security and
efficiency in Section 5. Finally, Section 6 concludes the work of this paper.

2. The Group Blind Signature Model

Group signature schemes are a relatively recent cryptographic concept introduced by Chaum
and van Heijst [7] in 1991.

A group blind signature scheme is a digital signature scheme comprised of the following
procedures:

l. Setup: On input a security parameter | this probabilistic algorithm outputs the initial
group public key P and the secret key S for the group manager.

2. Join: An interactive protocol between the group manager and a user that results in the
user becoming a new group member.

3. Sign: An interactive protocol between the group member Alice and an external user,
which on input message m from the user, the Alice’s secret key and the group’s public key
P outputs a blind signature of m .

4. Verify: An algorithm for establishing the validity of an alleged group signature of a
message with respect to a group public key.
5. Open: An algorithm that given a message, a valid group blind signature on it, a group

public key and a group manager’s secret key determines the identity of the signer.
A secure group blind signature scheme allows the members of a group to sign messages on
behalf of the group such that the following properties hold:

l. Correctness: Signatures produced by a group member using Sign procedure must be
accepted by Verify procedure.
2. Blindness of signatures: The signer (a group member) signs on group’s behalf a

message without knowing its content. Moreover, the signer should have no recollection of
having signed a particular document even though he can verify that he did indeed sign it.

3. Unforgeability: Only group members are able to sign messages on behalf of the group.
4. Anonymity: Given a signature, identifying the actual signer is computationally hard
for everyone but the group manager.

5. Unlinkability: Deciding whether two different signatures were computed by the same



group member is computationally hard.

6. Traceability: The group manager can always establish the identity of the member who
issued a valid signature.

7. No framing: Even if the group manager and some of the group members collude, they
cannot sign on behalf of non-involved group members.

8. Coalition-resistance: A colluding subset of group members cannot generate a valid
signature that the group manager cannot link to one of the colluding group members.

3. Signatures of Knowledge

We present some well studied techniques for proving knowledge of discrete logarithms (for
more details see [5]).

Signatures of knowledge were used by Camenisch and Michels [5] and their construction is
based on the Schnorr signature scheme [21] to prove knowledge. A signature of knowledge is
a construct that uniquely corresponds to a given message m that cannot be obtained without
the help of a party that knows a secret such that as the discrete logarithm of a given y € G to

the base g (G =< (g >). We assume a collision-resistant hash function (a la Fiat-Shamir [11])
H:{0,1}" > {0,1}k which maps a binary string of arbitrary length to a k -bit hash value.
Let G be a cyclic subgroup of Z= of order #G,(logz(#Gﬂ =l;. Let £¢>1 be a security

parameter. We use the symbol || to denote the concatenation of two binary string (or of the
binary representation of group elements and integers).

Showing the knowledge of a discrete logarithm [2] can be done easily as stated by the
following definition.

Definition 1. Let vy,geG. A pair (c5S)e {O,I}k x £{0,1}°"«"*" satisfying
c=Hm| g|lyllg°y®) is a signature of knowledge of the discrete logarithm of y = g”* with
respect to base g, on a message m e {0,1}* and is denoted SPK {(X) Ny = gx}(m).

A slight modification of the previous definition enables to show the knowledge and equality
of two discrete logarithms as is described in [2].

Definition 2. Let g,hy,y,eG. A pair (c,5S)e {0,1}kxi{0, 1pele 0t satisfying
c=HMmgllh|ly, |lY,]lyfg®| y;h*) is a signature of knowledge of the discrete logarithm of
both y, =g" with respect to base g and y, =h" with respect to base h, on a message
me{0,1}" and is denoted SPK {(X) Y, =g Ay, = hx}(m).

The next block is based on a proof that the secret the prover knows lies in a given interval.
This building block is related to the new Range Bounded Commitment protocol (RBC) of
Chan et al. [6]. It is also related to a protocol given by Camenisch and Michels [5].

Definition 3. Let y,geG. A pair (c,5s)e{0, 1}k x £{0, 1} satisfying
c=H(mIglyllg ™

lies in the interval X — 254, X + 29[ on a message m & {0,1}

y©) is a signature of knowledge of the discrete logarithm log, y that

s

4. Our Proposed Group Blind Signature Scheme

This section presents a group blind signature scheme based on the group signature scheme
proposed by Ateniese, Camenisch, Joye and Tsudik [2]. This group signature scheme is
provably coalition-resistant and quite efficient.



4.1. Setup

Let k,I) and &£>1 be security parameters and let 4,,4,,7,,7, denote lengths satisfying
A >e(hL+K)+2,4, >4y, >e(y,+K)+2 and y,>A4 +2. Define the integral ranges
A =]2% =2% 2% +2%[ and I'=]2"" —22,2"" +2”[. Finally, let H be a collision-resistant
hash function H : {0,1}* — {O,l}k .

The group manager (GM) executes the next steps to setup parameters of the group:
1. Select random secret | -bit primes p,q such that p=2p +1 and q=2q +1 are

prime. Set the modulus n= pq. It is a good habit to restrict operation to the subgroup of

quadratic residues modulo n, i.e., the cyclic subgroup QR(n) generated by an element of
order p'q . This is because the order p'q of QR(n) has no small factors.

2. Choose random elements a,3,,d,h QR(n) of order pq .

3 Choose a random secret element X € Z;q, and set y = g*mod n.

4. The group public key is P =(n,a,a,,H,y,9,h,l5,4,,4,,7,,7,).

5 The corresponding secret key is S =(p’,q’,X) . This is the GM’s secret key.

4.2. Join

We assume that communication between the group member and the group manager is secure,
i.e., private and authentic.
To obtain his membership certificate, each user U, must perform the following protocol with

GM:

1. Generates a secret key x, € A. The corresponding public key is C, =a®mod n. The
user U, also proves to GM that the discrete logarithm of C, with respect to base a lies in the
interval A (see definition 3).

2. GM sends U; the new membership certificate (A€ ), where € is a random prime

chosen by GM such that ¢, eI" and A has been computed by GM as A = (C2a0

)l/e‘mod n.

3. The GM creates a new entry in the membership table and stores (A€ in the new

entry.
4.3. Sign

The protocol for obtaining a group blind signature on a message m e {O,l}* is as follows. The

signer does the following:

1. Computes

A= Ay* (modn),B=g" (modn),D h* (mod n).
2. Chooses random values F e +{0, }8(72+k), f, e { }Mﬁk) F, ei{O,l}g(”m“kH),
= i{O,l}E(ﬂ“k) and computes:

fl = Afl/[afzyfz]’g = éﬁ/gf}’f; = gﬁt’f; = gflhﬁl
3. Sends (A, B, [~),t~1,tN2,t~3,tN4) to the user.
In turn, the user does the following:



1. Chooses a,,a,,0;,0,,0 € {0,13°"* and computes
t=alt A @e " yo)t, =t g
t=Lg°g L=t pogehe.

2. Computes
c=H(mlglhllylla,[lallAlIBIIDt I, It ]It,)
C=c-9.
3. Sends € to the signer.
The signer does the following:
1. Computes
§, =f—C(e—2"),5, =1, —C(X _2/11)
§, = —C&X,S, =T, —CX.
2. Sends (§,5,,5;,5,) to the user.
The user does the following:
1. Computes
s, =S, +¢,,8,=5,+2,,5, =5, +q,
S4:§4+a4,A:AH(CHSIHSZHS3HS4)1'nOd n,
B = éH(C\\SI\\Sz\\Ss\\S4)mOd n.D= f)H(CH51\\Sz\\sz\\54\\A\\B)m0d n.
2. The resulting group blind signature of a message m is (C,S,,S,,S;,S,,A,B,D).
4.4. Verify

A verifier can check the validity of a group blind signature o =(c,S,,S,,S;,S,, A, B,D) of the

message M with the public key P as follows:
1. Compute
b =1/H(clls [Is, s Is,)

b, =1/H(c|Is [Is, II's; [I's, | All B)
t=ag e (asfm y )mod n

t, = g+~ g® modn

t, = B® g™ modn

t; =D®g> ' h* modn

c'=HmIgllhllyllaalA"[B"[|D* [t ltlt)
2. Accept the group blind signature if and only if:

c=c'

5, € {0,117 5, e {0,117

}5(71 +21,+k+1)+1

s, € +{0,1 s, € +{0,1}770

4.5. Open

Given a group blind signature o =(C,s,,S,,S;,S,, A, B,D) of a message m, the group manager

can find out which one of the group members issued this signature by checking its correctness



via Verify. He aborts if the signature is not correct. Otherwise, he computes:
A\ H sl sls)
A (3
and issues a signature
SPK {(x):y = g* A A/ A CIIRISI = BX (m)
(see Definition 2). He then looks up A in the group member list and will find the
corresponding A and the group member’s identity.

5. Security and Efficiency of Our Scheme

The security and efficiency of our group blind signature scheme follows from the security and
efficiency of the underlying group signature scheme [2].

The proposed group blind signature scheme is more secure and efficient than group blind
signature scheme of Lysyanskaya and Ramzan [12]. Our Join protocol is an order of
magnitude more efficient since all proofs that the new group member must provide are
efficient proofs of knowledge of discrete logarithms. We show only the correctness and the
blindness of our group blind signature scheme. The others security properties of the proposed
group blind signature scheme are like in [2].

Theorem 1 (Correctness). If the user follows the blind signing protocol and accepts, then the

tuple (C,s,,S,,S;,5,, A, B, D) is a correct group signature on m e {0,1}

Proof. The group signature (C,S,S,,S;,S,,A,B,D) is a correct group signature on m if the
equality
c=H (m || g || h || y || a, || a || Al/H(CH51||52H53||54) || Bl/H(CllslHSszs\\54) || DI/H(CHSIHSZHS3”S4HA”B) ”

ac A(sl—czﬂ)/H(cusluszns_;usn / ( gy ) I B(sl—czﬂ)/H(cusl||szus3||s4) /g% |

BC/H(CHS]HSzHS_;Hsng54 H DC/H(CHSIH52H53H54HAH3)g51*0271 h54)

is verified. If it can be assumed that H () is a collision-resistant, then this is equivalent to

5-C2" )/H (cls syl lss)

. §-C27 )/ H (clls,Is, lIss]ls, ) —c2*
proving  that t, =agA(’ )l /(aSz 021ys-’), t, = B! /g%,
t3 — BC/H(C||51H52H53H54)gs4 , t4 — DC/H(CH51||52H33||54H'°\||B)g51*‘327l h® . We have:

ac A(Sl—czh)/H(0\\51|\52II53HS4) /(asrczil ye ) _ ag+§A§l+alf(c+5)zﬂ /(a§2+a2—(6+5)2/11 y§3+a3 ) _
0

LR {2y |,

(si-c2" )/ H clslsslslse)

B
C/H(Cls,S]IS3015) m Sy BE+S mSatas _ §F B s
B R PIg™ =B g44_t3Bg4_t3

c/H (c||s, 1518 /1S4l |AIB) my S1=C27 1Sy _ [NC+6 ~ S+ —(E+8)2V L §y+ay _ §F xONa Gy _
D 1115211531154 gl h4_D g h4 4—t4Dglh4—t4. 0

/gs3 _ B§l+al—(é+§)2’1 /g§3+o:3 _ ;Bal_gzn/g% =t,

Theorem 2 (Blindness). If the user follows the protocol, then even a signer with unlimited
computing power gets no information about me {0,1}* and the group signature



(c,s,,8,,8;,5,,A,B,D).

Proof. To prove that the protocol is blind we show that for every possible signer’s view there
exists a unique tuple of blind factors (5, al,az,a3,a4). Given any view consisting of

r,f. 5. F,t,0,6,.1,,6,5,5,,5,,5, and any group signature (c,S,S,,S;,S,,AB,D) of a
message M, we consider o =c-C,a, =S, -$§,2,=5,-5,,a,=5,-5,,a, =5,-§,,. It is easy
to verify that the following equations hold:

a?t Aa-o7 /(aaz_m yag):agAéwal—w“ /( o2y a) aoA( o2 H sl ”S“/(a%-cz‘"‘ ySs):tl

5i-C27 )/ H (clls 5,1 ss)

é - /ga3 — Sl+0!1 527 /gszﬂu3 — B( /gS3 =t2
t;é g = B cgr4+s4 S _ BC/H(cllslesz3Hs4)gs4 :t3
f f) g “Th% = 55gﬂ+al—ézrlhf4+a4 — DC/H(CHSIHSZHS3HS4HAHB)g51*02nhS4 :t4' .

Therefore, the above protocol is blind and our group signature is blind.

It is possible to extend our group blind signature scheme in the case of the group member
leave a group. In this case, the group manager can revoke membership of a group member, by
using a method for revocation in a group signature scheme [3]. The revoked group member
cannot produce a valid group blind signature after being revoked.

6. Conclusion

In this paper we proposed a group blind signature scheme based on the group signature
scheme proposed by Ateniese, Camenisch, Joye and Tsudik [2]. Our group blind signature
scheme is more efficient and secure than the group blind signature scheme proposed in [12]
because our scheme’s registration protocol Join for new members is an order of magnitude
more efficient. The main benefits of our group blind signature scheme, compared to the
scheme of Lysyanskaya and Ramzan, relate to the underlying group signature scheme’s
improved efficiency and provable security.
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